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TEP Migration



S a m s u n g Developers Site



Samsung Developer Site

T E P M I G R A T I O N

Tizen Samsung Product API (TEP API)
•Partner Privileged API(Strengthened security same as 
Smart TV)
•App submission to TV Seller Office (App verification
system is available if required)

• API, Guides, SDK and Samples for TEP are 
published at the Samsung Developers (Since Tizen 
6.5)

SSSP API / H.Browser API
•Public Privileged API (Weak security)
•Verification-less of partner apps by Samsung

• API, Guides, SDK and Samples for legacy 
devices: SDF B2B (Until the legacy platform 
sunset at the market)
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Samsung Developer Site

T E P M I G R A T I O N

https ://developer . samsung.com/h ospi ta l i ty - display
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Samsung Developer Site

T E P M I G R A T I O N

https ://developer . samsung.com/h ospi ta l i ty - display
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HBrowser B2B API v s TEP API



SAMSUNGB2B API - Overview

T E P M I G R A T I O N

Samsung B2B API is used on HTV Tizen 6.0 and below, this API allows to use B2B specific device API.

<script type="text/javascript" src="$B2BAPIS/b2bapis/b2bapis.js“></script>

Modules:

B2B Control API : Allows access control to B2B TV functionality (NTP, FW Update, etc.)
B2B Broadcast API: To set RF channel map, audio, subtitles etc. 
B2B Power API: Control the Power of the TV (On, Off, state, etc.) 
B2B AVPlay: To use native AVPlay with DRM
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Samsung B2B API Samsung Product API

T E P M I G R A T I O N

• Transformed to much higher security level than B2B API (SSSP / HBrowser), as Samsung Product API groups
• Single Integrated Web API JavaScript file exist for B2B partners (webapis.js)

TV Web Applications B2B Web Applications

Tizen Web
Device API

TEP API

SSSP 
API

HTV

API

Common 
API

TV API

TV Web Applications B2B Web Applications

Tizen Web
Device API

Samsung 
Product API

B2B API

SSSP HBrowser

<TV/B2B API Architecture at Tizen 6.0 and below>
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<Tizen 6.5 API Architecture>



• There is not other API for Samsung Product API, but an unified group of Samsung Product API

Samsung B2B API Samsung Product API

T E P M I G R A T I O N
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App Transition



Transition

T E P A P P T R A N S I T I O N

B2BAPI TizenSamsung
ProductAPI

B 2 B b r o a d c a s t  
AVPlay 
B 2 b p o w e r  
B2b c o ntro l  
N e t w o r k  
W i d g e t D a t a  
ProductInfo
SystemInfo (Audio/Video C o d e c )

B r o a d c a s t  
AVPlay 
R e m o t e P o w e r  
S y s t e mCo n t ro l  
N e t w o r k  
W i d g e t D a t a  
ProductInfo 
SystemInfo

TIZENAPI
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D o w n l o a d API
S y s t e m Info (Memory & Capabilities) 
L a u n c h A p p Contro l

S c r e e n Mirroring 
S o u n d Mirroring 
Sma rtHu b



Transition

T E P M I G R A T I O N

B2BBroadcast TizenSamsungProductAPI

<script
type="text/javascript"src="$B2BAPIS/b2bapis/b2bapis.js"
>script>

b2bapis.B2BBroadcast.tuneDirect(Channel_Info, 
Callbacks)

<script type='text/javascript'
src='$WEBAPIS/webapis/webapis.js'></script>

window.webapis.broadcast.tuneDirect(Channel_Info, 
Callbacks)
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Transition

T E P A P P T R A N S I T I O N

B2B Power API Tizen Samsung Product API

<script type="text/javascript"src="$B2BAPIS/b2bapis/b2bapis.js">script>

Privilege: 
http://developer.samsung.com/privilege/b2bcontrol
http://developer.samsung.com/privilege/b2bpower

b2bapis.b2bpower.setPowerOn(); 
b2bapis.b2bpower.setPowerOff(); 
b2bapis.b2bpower.getPowerState(); 
b2bapis.b2bpower.getVersion();

<script type='text/javascript' src='$WEBAPIS/webapis/webapis.js'></script>

Privilege: http://developer.samsung.com/privilege/systemcontrol

webapis.remotepower.powerOn(); 
webapis.remotepower.powerOff(); 
webapis.remotepower.getPowerState(); 
webapis.remotepower.getVersion()
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http://developer.samsung.com/privilege/b2bcontrol
http://developer.samsung.com/privilege/b2bpower
http://developer.samsung.com/privilege/systemcontrol


API TABLE



Web APIS Script

<script type="text/javascript" src="$WEBAPIS/webapis/webapis.js"></script>

Privilege

<tizen:privilege name="http://developer.samsung.com/privilege/broadcast"/>

BROADCAST

A P I T A B L E

Feature Name API Name Tizen 6.5

B2BBroadcast

getTotalAudioInfo webapis.broadcast.getTotalAudio

setCurrentAudio webapis.broadcast.setCurrentAudio

getTotalSubtitleInfo webapis.broadcast.getTotalSubtitle
getCurrentSubtitle webapis.broadcast.getCurrentSubtitle

setCurrentSubtitleIndex webapis.broadcast.setCurrentsSubtitle
setHotelDrmForensicData webapis.broadcast.setHotelDrmForensic Data

tuneDirect webapis.broadcast.tuneDirect

clearRating webapis.broadcast.clearRatings
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https://developer.samsung.com/smarttv/develop/devices/b2btv/broadcast.html

http://developer.samsung.com/privilege/broadcast
http://developer.samsung.com/privilege/broadcast


Web APIS Script

<script type="text/javascript" src="$WEBAPIS/webapis/webapis.js"></script>

Privilege

<tizen:privilege name="http://developer.samsung.com/privilege/systemcontrol"/>

Power

A P I T A B L E

Feature Name API Name Tizen 6.5

POWER API

B2bapis.b2bpower.setPowerOn webapis.remotepower.powerOn
B2bapis.b2bpower.setPowerOff webapis.remotepower.powerOff

B2bapis.b2bpower.getPowerState webapis.remotepower.getPowerState
webapis.remotepower.getVirtualStandBy
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https://developer.samsung.com/smarttv/develop/api-references/samsung-product-api-references/remotepower-api.html

http://developer.samsung.com/privilege/systemcontrol
http://developer.samsung.com/privilege/systemcontrol


Web APIS Script

Download, Launch APP&TVInfo

A P I T A B L E

Feature Name API Name Tizen 6.5

Download API

Start tizen.download.start
cancel tizen.download.cancel
pause tizen.download.pause
resume tizen.download.resume
getMIMEType tizen.download.getMIMEType
getDownloadRequest tizen.download.getDownloadRequest
getState tizen.download.getState
setListener tizen.download.setListener
onprogress onprogress
onpaused onpaused
oncanceled oncanceled
oncompleted oncompleted
onfailed onfailed

Screen Mirroring tizen.application.launchAppControl tizen.application.launchAppControl

Sound Mirroring tizen.application.launchAppControl tizen.application.launchAppControl

Smarthub Apps tizen.application.launchAppControl tizen.application.launchAppControl

TVInfo

webapis.tvinfo.getMenuValue webapis.tvinfo.getMenuValue

webapis.tvinfo.setMenuValue webapis.tvinfo.setMenuValue

webapis.tvinfo.showCaption webapis.tvinfo.showCaption
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https://developer.samsung.com/smarttv/develop/api-references/samsung-product-api-references/remotepower-api.html
https://developer.samsung.com/smarttv/develop/api-references/tizen-web-device-api-references/application-api.html
https://developer.samsung.com/smarttv/develop/devices/b2btv/rtp-udp-streaming.html#Closed-Captions-for-UDP-Streaming

Download API
Launch Application API

TVInfo API

https://developer.samsung.com/smarttv/develop/api-references/samsung-product-api-references/remotepower-api.html
https://developer.samsung.com/smarttv/develop/api-references/tizen-web-device-api-references/application-api.html
https://developer.samsung.com/smarttv/develop/devices/b2btv/rtp-udp-streaming.html#Closed-Captions-for-UDP-Streaming


Web APIS Script

Network &Widget Data

A P I T A B L E

Feature Name API Name Tizen 6.5

Network

webapis.network.isConnectedToGateway webapis.network.isConnectedToGateway

webapis.network.getIpMode webapis.network.getIpMode

webapis.network.getSubnetMask webapis.network.getSubnetMask

webapis.network.getGateway webapis.network.getGateway

webapis.network.getMac webapis.network.getMac

webapis.network.getDns webapis.network.getDns

webapis.network.getIp webapis.network.getIp

webapis.network.getTVName webapis.network.getTVName

webapis.network.getActiveConnectionType webapis.network.getActiveConnectionType

webapis.network.addNetworkStateChangeListener webapis.network.addNetworkStateChangeListener

webapis.network.removeNetworkStateChangeListener webapis.network.removeNetworkStateChangeListener

webapis.network.getWiFiSsid webapis.network.getWiFiSsid

webapis.network.getWiFiSignalStrengthLevel webapis.network.getWiFiSignalStrengthLevel

webapis.network.getWiFiEncryptionType webapis.network.getWiFiEncryptionType

onchange onchange

WidgetData

webapis.widgetdata.read webapis.widgetdata.read

webapis.widgetdata.remove webapis.widgetdata.remove

webapis.widgetdata.write webapis.widgetdata.write
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https://developer.samsung.com/smarttv/develop/api-references/samsung-product-api-references/network-api.html
https://developer.samsung.com/smarttv/develop/api-references/samsung-product-api-references/widgetdata-api.html#2.-Full-WebIDL

Network API
WidgetData API

https://developer.samsung.com/smarttv/develop/api-references/samsung-product-api-references/network-api.html
https://developer.samsung.com/smarttv/develop/api-references/samsung-product-api-references/widgetdata-api.html#2.-Full-WebIDL


Privilege Level Related API

http://developer.samsung.com/privilege/allshare
Public

ASFService API

http://developer.samsung.com/privilege/billing Billing API

http://developer.samsung.com/privilege/broadcast Partner Broadcast API

http://developer.samsung.com/privilege/drmplay

Public

setDrm() method of the AVPlay API
setDrm() method of the AVPlayExtension API

http://developer.samsung.com/privilege/microphone Microphone API

http://developer.samsung.com/privilege/network.public Network API

http://developer.samsung.com/privilege/productinfo ProductInfo API

http://developer.samsung.com/privilege/sso.partner

Partner

SSO API

http://developer.samsung.com/privilege/streamingtvplayer open() method of the AVPlayExtension API

http://developer.samsung.com/privilege/systemcontrol
RemotePower API
SystemControl API

http://developer.samsung.com/privilege/widgetdata Public WidgetData API

Tizen Samsung Product API - Privileges

A P I T A B L E
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http://developer.samsung.com/privilege/allshare
https://developer.samsung.com/SmartTV/develop/api-references/samsung-product-api-references/asfservice-api.html
http://developer.samsung.com/privilege/billing
https://developer.samsung.com/SmartTV/develop/api-references/samsung-product-api-references/billing-api.html
http://developer.samsung.com/privilege/broadcast
https://developer.samsung.com/SmartTV/develop/api-references/samsung-product-api-references/broadcast-api.html
http://developer.samsung.com/privilege/drmplay
https://developer.samsung.com/SmartTV/develop/api-references/samsung-product-api-references/avplay-api.html#AVPlay-AVPlayManager-setDrm
https://developer.samsung.com/SmartTV/develop/api-references/samsung-product-api-references/avplayextension-api.html#AVPlayManager-setDrm
http://developer.samsung.com/privilege/microphone
https://developer.samsung.com/SmartTV/develop/api-references/samsung-product-api-references/microphone-api.html
http://developer.samsung.com/privilege/network.public
https://developer.samsung.com/SmartTV/develop/api-references/samsung-product-api-references/network-api.html
http://developer.samsung.com/privilege/productinfo
https://developer.samsung.com/SmartTV/develop/api-references/samsung-product-api-references/productinfo-api.html
http://developer.samsung.com/privilege/sso.partner
https://developer.samsung.com/SmartTV/develop/api-references/samsung-product-api-references/sso-api.html
http://developer.samsung.com/privilege/streamingtvplayer
https://developer.samsung.com/SmartTV/develop/api-references/samsung-product-api-references/avplayextension-api.html#AVPlayManager-open
http://developer.samsung.com/privilege/systemcontrol
https://developer.samsung.com/SmartTV/develop/api-references/samsung-product-api-references/remotepower-api.html
https://developer.samsung.com/SmartTV/develop/api-references/samsung-product-api-references/systemcontrol-api.html
http://developer.samsung.com/privilege/widgetdata
https://developer.samsung.com/SmartTV/develop/api-references/samsung-product-api-references/widgetdata-api.html


AVPlay Webapis Script

<script type="text/javascript" src="$WEBAPIS/webapis/webapis.js"></script>

AVPlay Extension API

The module defines the functionalities of the player that are exposed and which could be easily used by an application or 
widget developer to support multimedia (RTP/UDP) playback for audio or video that are provided by the Tizen Samsung 
Product API.

AVPlay Extension API Script

<script type="text/javascript" src="$WEBAPIS/avplayextension/avplayextension.js"></script>

Privilege

<tizen:privilege name="http://developer.samsung.com/privilege/streamingtvplayer"/>

AVPLAY&AVPlay Extension API

A P I T A B L E
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http://developer.samsung.com/privilege/streamingtvplayer
http://developer.samsung.com/privilege/streamingtvplayer


Feature Name API Name Tizen 6.5

AVPlay

onsubtitlechange onsubtitlechange

ondrmevent ondrmevent

onerror onerror

onevent onevent

onstreamcompleted onstreamcompleted

oncurrentplaytime oncurrentplaytime

onbufferingprogress onbufferingprogress

onbufferingstart onbufferingstart

onbufferingcomplete onbufferingcomplete

restore webapis.avplay.restore

setDisplayRotation webapis.avplay.setDisplayRotation

suspend webapis.avplay.suspend

getStreamingProperty webapis.avplay.getStreamingProperty

getTotalTrackInfo webapis.avplay.getTotalTrackInfo

getCurrentStreamInfo webapis.avplay.getCurrentStreamInfo

setSelectTrack webapis.avplay.setSelectTrack

setDisplayMethod webapis.avplay.setDisplayMethod

setSubtitlePosition webapis.avplay.setSubtitlePosition

setExternalSubtitlePath webapis.avplay.setExternalSubtitlePath

AVPLAY

A P I T A B L E

https://developer.samsung.com/smarttv/develop/api-references/samsung-product-api-references/avplay-api.html
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AVPlay API

• Part 1

https://developer.samsung.com/smarttv/develop/api-references/samsung-product-api-references/avplay-api.html


AVPLAY

A P I T A B L E

https://developer.samsung.com/smarttv/develop/api-references/samsung-product-api-references/avplay-api.html
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AVPlay API

Feature Name API Name Tizen 6.5

AVPlay

setStreamingProperty webapis.avplay.setStreamingProperty

setSoundAnalysisListener webapis.avplay.setSoundAnalysisListener

setDrm webapis.avplay.setDRM

setListener webapis.avplay.setListener(listener);

setSpeed webapis.avplay.setSpeed

getCurrentTime webapis.avplay.getCurrentTime

getDuration webapis.avplay.getDuration

jumpForward webapis.avplay.jumpForward

jumpBackward webapis.avplay.jumpBackward

setSilentSubtitle webapis.avplay.setSilentSubtitle

unsetSoundAnalysisListener webapis.avplay.unsetSoundAnalysisListener

getState webapis.avplay.getState

stop webapis.avplay.stop

seekTo webapis.avplay.seekTo

play webapis.avplay.play

pause webapis.avplay.pause

setDisplayRect webapis.avplay.setDisplayRect

prepareAsync webapis.avplay.prepareAsync

prepare webapis.avplay.prepare

close webapis.avplay.close

open webapis.avplay.open

• Part 2

https://developer.samsung.com/smarttv/develop/api-references/samsung-product-api-references/avplay-api.html


Web APIS Script

System Info, System Control &Product Info

A P I T A B L E

Feature Name API Name Tizen 6.5

SystemInfo

webapis.systeminfo.isSupportedAudioCodec webapis.systeminfo.isSupportedAudioCodec

webapis.systeminfo.isSupportedVideoCodec webapis.systeminfo.isSupportedVideoCodec

tizen.systeminfo.getTotalMemory tizen.systeminfo.getTotalMemory

tizen.systeminfo.getAvailableMemory tizen.systeminfo.getAvailableMemory

tizen.systeminfo.getCapabilities tizen.systeminfo.getCapabilities

SystemControl
webapis.b2bcontrol.rebootDevice webapis.systemcontrol.rebootDevice

webapis.b2bcontrol.getSerialNumber webapis.systemcontrol.getSerialNumber

ProductInfo

webapis.productinfo.getFirmware webapis.productinfo.getFirmware

webapis.productinfo.getDuid webapis.productinfo.getDuid

webapis.productinfo.getModelCode webapis.productinfo.getModelCode

webapis.productinfo.getModel webapis.productinfo.getModel

webapis.productinfo.getSmartTVServerType webapis.productinfo.getSmartTVServerType

webapis.productinfo.isUdPanelSupported webapis.productinfo.isUdPanelSupported

webapis.productinfo.is8KPanelSupported webapis.productinfo.is8KPanelSupported

webapis.productinfo.getRealModel webapis.productinfo.getRealModel

webapis.productinfo.getLocalSet webapis.productinfo.getLocalSet

webapis.productinfo.getSystemConfig webapis.productinfo.getSystemConfig

webapis.productinfo.isUHDAModel webapis.productinfo.isUHDAModel
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https://developer.samsung.com/smarttv/develop/api-references/samsung-product-api-references/systeminfo-api.html
https://developer.samsung.com/smarttv/develop/api-references/tizen-web-device-api-references/systeminfo-api.html
https://developer.samsung.com/smarttv/develop/api-references/samsung-product-api-references/productinfo-api.html

SystemInfo Webapis API 
SystemInfo Tizen API 

ProductInfo API

https://developer.samsung.com/smarttv/develop/api-references/samsung-product-api-references/systeminfo-api.html
https://developer.samsung.com/smarttv/develop/api-references/tizen-web-device-api-references/systeminfo-api.html
https://developer.samsung.com/smarttv/develop/api-references/samsung-product-api-references/productinfo-api.html


Tizen Samsung Product API

A P I T A B L E

Privilege Level Related API

http://tizen.org/privilege/tv.audio

Public

TVAudioControl API

http://tizen.org/privilege/tv.display TVDisplayControl API

http://tizen.org/privilege/tv.inputdevice TVInputDevice API

http://tizen.org/privilege/tv.window TVWindow API

SAMSUNG PROPIETARY & CONFIDENTIAL 24

To u s e sec ur i ty - sensit ive APIs, y o u m u s t d e c l a r e t h e requi r e d privi leges a n d s ign yo ur appl icat ion 
with a c ert i f i c a te for t h e a p p r o p r i a t e privi lege level. You c a n a d d privi leges to t h e "config.xml" file 
us i ng t h e "Privileges" t a b o f t h e Co nf i gura t i o n Editor in t h e T i zen Studio.

http://tizen.org/privilege/tv.audio
https://developer.samsung.com/SmartTV/develop/api-references/tizen-web-device-api-references/tvaudiocontrol-api.html
http://tizen.org/privilege/tv.display
https://developer.samsung.com/SmartTV/develop/api-references/tizen-web-device-api-references/tvdisplaycontrol-api.html
http://tizen.org/privilege/tv.inputdevice
https://developer.samsung.com/SmartTV/develop/api-references/tizen-web-device-api-references/tvinputdevice-api.html
http://tizen.org/privilege/tv.window
https://developer.samsung.com/SmartTV/develop/api-references/tizen-web-device-api-references/tvwindow-api.html


WebRTC



T E P M I G R A T I O N

• W ebRTC is s u p p o r t e d o n Ti zen 6.5 m o d e l s
• Additional camera plugin is  required

Logitech

Logitech HD Pro Webcam C920

Logitech C922 Pro Stream Webcam

Logitech C925E,

Logitech HD Pro Webcam C920-C

Logitech StreamCam

Logitech HD Pro Webcam C920S

Logitech C922X Pro Stream Webcam

Logitech C930C

Logitech C930e

Samsung Samsung SlimFit Cam

Supported Cameras

WebRTC



WebRTC– APPRequirements

T E P M I G R A T I O N

• Privileges:

<tizen:privilege
name="http://developer.samsung.com/privilege/camera"/>
<tizen:privilege name="http://developer.samsung.com/privilege/microphone"/>
<tizen:privilege name="http://tizen.org/privilege/mediacapture"/>

• Config.xml:
• required_version="6.5“

• Certificate:
• Samsung Partner Certificate with DUID from device in Distributor Certificate
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http://developer.samsung.com/privilege/camera
http://developer.samsung.com/privilege/camera
http://developer.samsung.com/privilege/microphone
http://developer.samsung.com/privilege/microphone
http://tizen.org/privilege/mediacapture
http://tizen.org/privilege/mediacapture


T E P M I G R A T I O N

WebRTC



T E P M I G R A T I O N

WebRTC



T E P M I G R A T I O N

WebRTC



IP Control Protocol



Device Control API

I P C O N T R O L P R O T O C O L

COMMAND / API ACTION

rebootDevice / SystemControl • Reboot the device (power off the device and restart).

powerOn

• Virtual Standby mode is activated
• The power state can operate and is changed to normal after a powerOn 

operation

powerOff • Virtual Standby mode is activated
• Power state is changed to Standby after a powerOff operation

setVolumeUp • Increases the volume by 1 level

setVolumeDown • Decreases the volume by 1 level
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SystemControl API | Samsung Developers
RemotePower API | Samsung Developers

https://developer.samsung.com/smarttv/develop/api-references/samsung-product-api-references/remotepower-api.html#RemotePowerManager-powerOn
https://developer.samsung.com/smarttv/develop/api-references/samsung-product-api-references/remotepower-api.html#RemotePowerManager-powerOff
https://developer.samsung.com/smarttv/develop/api-references/tizen-web-device-api-references/tvaudiocontrol-api.html#TVAudioControl-AudioControlManager-setVolumeUp
https://developer.samsung.com/smarttv/develop/api-references/tizen-web-device-api-references/tvaudiocontrol-api.html#TVAudioControl-AudioControlManager-setVolumeDown
https://developer.samsung.com/smarttv/develop/api-references/samsung-product-api-references/systemcontrol-api.html
https://developer.samsung.com/smarttv/develop/api-references/samsung-product-api-references/remotepower-api.html


Device Control API

I P C O N T R O L P R O T O C O L

IP Control
- connection

HTTP over TLS(TLS v.1.2) is required for controlling TV
- communication method

JSON-RPC 2.0 format message exchanging
Client uses POST request with following information's in the 
header:

Content-Type: MUST be application/json 
Content-Length: MUST contain the correct length 
according to the HTTP-specification
Accept: MUST be application/json
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Device Control API

I P C O N T R O L P R O T O C O L

• AccessToken
o Secured device control message exchange using “AccessToken”
o Issued after requesting

• Device Discovery
o device discovery” feature using UPnP technology

• Port Number
o 1516

• Data Format
o MAX 200KB : HTTP body size including header.
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Device Control API

I P C O N T R O L P R O T O C O L

Control Action

POWER Power On / Power Off / Reboot

VOLUME Volume Up / Volume Down

MUTE Mute Control

CHANNEL Channel Up / Channel Down

SOURCE Input source

PICTURE Picture Control functions

SOUND Sound Mode, Select speaker

STATUS Get TV states, get Video states

REMOTE KEY RemoteKey Cotrol
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Device Control API

I P C O N T R O L P R O T O C O L

SAMPLE CODE

POWER CONTROL
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VOLUME CONTROL



Device Control API

I P C O N T R O L P R O T O C O L

• Server Error Code for JSON-RPC
o provides server error codes using below JSON-RPC error code
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Error Code Data Meaning

-32000 Unknown There’s an unknown error on TV.

-32001 Not supported model The executed control is not supported on current model.

-32002 Failed The executed control is failed.

-32003 Invalid operation The executed control has invalid data.

-32004 No support for batch request Server does not support batch request.

-32010 Unauthorized access Client is not authorized by server or user.
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• Starting with the TV 
device setup, first we 
need to make sure that 
IP Control is enabled on 
our TV

• Go to Menu > General > 
Network > Expert 
Settings

• Here we will be able to 
turn on the IP Remote in 
our TV device.
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• Go to File > Settings > 
General

• And disable the following 
options:

o SSL certificate verification

o Send no-cache header
o Send postman token header
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• Make sure is that each 
request has the correct 
headers. 
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